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IGINT, orsignalsintelligence, isintelligence gathered
from communications, electronics, or foreign instrumen-
tation'and hastraditionally beenconsidered aninher-
ently governmental function. Historically, only govern-
ment had the financial means and the legal authority to conduct
SIGINT activities, and, in our experience, many members of
the U.S. government still hold this opinion today. We tested this
viewpoint by conducting a market scan to seek examples of how
new technologies, innovations, and behaviors are challenging the
existing government-only paradigm. We examined the breadth of
technologies available now and reported to be released in the near
future to understand the capabilities each provides, which audience
ormarketeachserves,and whatimplicationseachmay havefor
government policy and practices.
Thiswasanexploratory effort, rather thanacomprehensive
researchendeavor. Werelied on unclassified and publicly avail-

able materials to find examples of capabilities that challenge the

government-only paradigm. We identified ways these capabilities
and trends may impact the U.S. government in terms of emerging
threats, policy implications, technology repercussions, human capi-
tal considerations, and financial effects. Finally, we identified areas
for future study for U.S. and allied government leaders to respond
to these changes.

During our market scan, we found examples of SIGINT
capabilities outside of government that are available to anyone. The
capabilities we found have applications in maritime domain aware-
ness; radio frequency (RF) spectrum mapping; eavesdropping, jam-
ming, and hijacking of satellite communications; and cyber surveil-
lance. Most of these capabilities are commercially available, many
are free, and some areillegal. In our view, the existence of both
legal and illegal markets and capabilities results in an environment
where SIGINT has been democratized, or available toanyone.

The capabilities wefound haveimplications for the U.S.
governmentand allies. They increase the threat environment by
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providing adversaries with capabilities that would otherwise be
unavailable, and they have the potential to challenge current U.S.
government collection and analysis practices.

The U.S. governmenthasanopportunity torespond to this
environment by developingalegal, policy, and regulatory frame-
workforcommercial SIGINT; consideringchangestoitsinvest-
mentstrategy; and developing aworkforce that makesappropriate
use of these capabilities.

In our perspective, the commercialization of geospatial intel-
ligence (GEOINT) provides an illustrative case study of how a
historically governmental capability can evolve into alargely com-
mercial enterprise. The commercialization of GEOINT has trans-
formed how governments collect and analyze satellite imagery.?It
has impacted the quantity and types of overhead imagery capabili-
tiesthe U.S. governmentbuildsand operates.’Thishasled tocost
savings when exquisite government-only systems can be used more
efficiently by havingless-capable commercial systems perform func-
tions that do not require the full capability of government systems.
While more limited in scope, developments in non-government-

owned SIGINT may enable similar changes.

Democratization or Commercialization?

Webegan this effortintending tostudy thecommercialization
of SIGINT, but we quickly found that commercialization wasnot
asuitable term to describe the changes we were finding in the
technology sector. By limiting our research to capabilities with a
commercial market, we would omit capabilities that remain illegal
inthe United States yetarereadily available toanyonewilling to
pay for them. While the commercial SIGINT market is worth

studying —and we do—itis insufficient to describe the totality of

changes in SIGINT-related technologies that are now available to

anyone who wants and is willing to pay for them. Throughout this
report, we discuss whether each capability is legal or illegal, and
how that distinction affects the U.S. government.

The term democratization describes when something is acces-
sible toanyone who wantsit. Wefound that democratizationis
more suitable to the SIGINT environment, and Figure 1 shows the
distinction between government-only capabilities, commercializa-
tion, and democratization.

Across the technologies investigated, we discovered that
nongovernmental capabilities in outer space are —so far —always
commercial. Meanwhile, nonspace capabilities, such as cyber and
ground-based systems, could be commerecial, illicit, or do-it-yourself
(DIY). DIY capabilities include devices that could be built with
minimal technical expertise using inexpensive components.

Democratized SIGINT Capabilities

Werelied on publicly available, open-source information for our
research, and this section describes the types of capabilities we
discovered. We did not aim to identify all technologies available;

Figure 1. Definitions
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additional technologies may exist in research and development
programs thatarenotyetpublic,and some technologies may be
available thatourresearch did notfind. Some of the capabilities
wediscovered originatein foreign countries, including capabilities
under development in Russia and Israel. In this section, we discuss
well-understood and widely adopted commercial capabilities first,
followed by emerging capabilities (including those with gray mar-
kets or questionable legality), and end with illicit capabilities that
exist outside of legal markets.

Some of the technology areas we identified are not new, but we
found that they are noticeably more sophisticated than the capabili-
ties previously available tonongovernmental consumers. For exam-
ple, while RF spectrum mapping is routinely performed to analyze
cell phone coverage, and while the basic technology has long been
available to hobbyists with small hand-held antennas and spectrum
analyzers, it has not been commercially available from satellites that
provide global coverage. That situation is about to change.

Within the SIGINT community, practitioners distinguish
between signal externals and signal internals. Signal externals
provide such information as the strength, frequency, and modula-
tion of the signal and can be used to analyze traffic flows, traffic
patterns, and network activity. Such information can, for example,
be used to improve network management. Signal internals, by con-
trast, reveal the message content being transmitted and may require
decryption orlanguage translation. Wefound that both types of
capabilities are available and that different customers require differ-
ent types of SIGINT.

The technology areas we identified are
noticeably more sophisticated than
the capabilities previously available to
nongovernmental consumers.

Maritime Domain Awareness

Maritime domain awareness is the most mature commercial
SIGINT application we found. Maritime domain awareness is the
effectiveunderstanding of any vessels or objectsin the maritime
domain that could impact security, safety, economy, or the environ-
ment.*In the early 1990s, the automatic identification system (AIS)
was developed as an automatic ship-board tracking system to assist
with collision avoidance in densely trafficked coastal areas. Begin-
ningin2002, the International Maritime Organizationmandated
AlSuse onselect vessels, expanding the number of vessels requiring
AIS over time. Currently AIS is required on all international ships
over 300 tons and on all passenger ships. Originally, AIS transmis-
sionsfromshipswerereceived by ground stationslocated along
the shore. The advent of commercial, satellite-based AIS detection
expanded coverage to the open oceans.

In 2005, a number of government and commercial entities
beganexperimenting with usingsatellitereceiverstodetect AIS
transmissions. Since 2008, several commercial companies, such as
exactEarth, ORBCOMM, and Spire, have deployed constellations
of satellites with AlSreceivers. These companies provide maritime
domain awareness products based on their satellite AIS data, often
combined with othersourcesof data. Theyalso providesatellite
AIS data feeds to users and resellers who may combine the AIS data

with other sources to generate their own products.



These developments are significant for a number of reasons.
Satellite AIS was originally designed to help track compliant ves-
sels in crowded waters but now allows the ability to fuse AIS data
with optical and radar imagery and other data sources. Fused data,
especially if these data use high-accuracy geolocation tools, could
mergeinformation fromdifferent sensors and different providers to
track compliant ships and “dark” ships — vessels that choose to not
broadcasttheir AISsignal or thatbroadcastafalse (spoofed) AIS
signal. When other open-sourceintelligence (OSINT)isincorpo-
rated, further insights can be revealed. Several current or planned
commercial imagery satellites include an AIS payload, and at least
onelow Earthorbit(LEO) satellitecommunicationconstellation
will host an AIS payload.

Windward, an Israeli company, uses this fused, multi-source
analysis. Windward provides maritime intelligence to customers by
fusing AIS information with imagery and other current and histori-
caldatasources,and applyingartificial intelligence algorithms
toestablish patterns of lifeand providealertsaboutanomalous
patterns of behavior.”These analyses are used for maritime domain
awarenessand for more-efficient use of other surveillance platforms
and interdiction platforms. Windward also is developing applica-

tions for use in financial markets.

RF Spectrum Mapping

We found commercial examples of RF signal monitoring outside of
maritime domain awareness. In 2013, Google released its Spectrum
Database free to the world, allowing anyone to stake a claim to
unused RF spectrum (also called white space). This free offer allows
a user to determine whether a spectrum used in a specific geo-

graphic region is registered in the database (and therefore allowed

by U.S. government regulation)’ or not registered (possibly indicat-
ingacovertuse). Thiscapability is useful only within the United
States. For farther-reaching RF mapping, space-based capabilities
are needed.

An American company, HawkEye360 (or HE360), was formed
in 2015 to attempt to launch “the world’s first privately-funded
constellation of small satellites flown in formation that will be
capable of collecting dataand generating reports on geolocated
wirelesssignals.”*HE360 plans to deploy a trial constellation of
three satellites for SIGINT applications in late 2017. The HE360
satellites will receive AIS signals, and HE360 also claims thatits
constellation “will collect information on specific radio signals
worldwide to provide high-precisionradio frequency mappingand
analytics that we can customize to our clients’ needs.”? According
to HE360, the signals it plans to collect and analyze are not cur-
rently available in the commercial sector. If successful at collec-
tion, mapping, and predictive analysis, HE360 would provide an
unprecedented intelligence offering to both commercial and foreign
government customers."’

The proposed commercial RF signal monitoring capability is
significant for several reasons. It would allow commercial actors to
detect, characterize, and geolocate signals, supporting applications
foridentifying transportation patterns in congested shipping lanes
or by creating maps of areas of spectrum interference." Emit-
ter geolocation also can be used to locate sources of interference,
including intentional jammers.

RF spectrum mapping has additional security applications.
The Defense Advanced Research Projects Agency, known as
DARPA, has a RadioMap program that seeks to provide real-time

situationalawarenessof spectrumuseinalocalarea.? DARPA



Satellite eavesdropping was previously the domain of governments and some specialized

hobbyists, but we found numerous public examples of tools that are either commercially

available or accessible for users to build themselves, with minimal costs and technical

expertise.

describes applications of RF mapping that include real-time usage
maps for dynamic spectrumaccess, situational awareness for small
tactical units, and support to electronic warfare systems. Satellite-
based RF mapping of the type planned by HE360 would expand

the coverage from local to global.

Eavesdropping, Jamming, and Hijacking Satellite Systems
Satellites were initially designed without serious consideration of
defense mechanisms. Many legacy systems or new commercial
systems are vulnerable to a wide variety of signals-related interfer-
ence, either because the defenseswerenotavailableatthe time of
launch or the costs were determined to be excessive based on the
perceived threat. Governments and nonstate actors have exploited
the communication structure of satellite systems for years. Our
researchfound thatcommercial capabilities arerapidly proliferating
to exploit satellite signals.

The least-threatening and most-prolific form of signals exploi-
tationis eavesdropping, which also provides the one capability that
is clearly SIGINT, rather than electronic warfare. Eavesdropping
allows a user to access data transmitted via satellite or other means.
Satellite eavesdropping was previously the domainof governments
and some specialized hobbyists, but we found numerous public

examples of tools that are either commercially available or acces-

sible for users to build themselves, with minimal costs and techni-
cal expertise.

One example of satellite eavesdropping was the use of the
$26 Russian SkyGrabber program by hackers in Iraq to capture
U.S. military Predator drone video feeds in 2009. Insurgents
eavesdropped on the unencrypted video feed backhauled from
Predator drones through commercial communications satellites.”
Surprisingly, such encryption weaknesses still exist for some com-
mercial satellite systems. The government addresses this weakness
by requiring encryption for military communications that rely on
commercial systems, but other nongovernmental traffic through
those systems may remain vulnerable.

Eavesdroppingisa passive formof signalsexploitation, but
other, more-active forms of interference also affect commercial
providers. Jamming has become the primary cause of the impair-
mentand degradationof satelliteservices. Jammingoccurswhen
the attacker floods or overpowers a signal, transmitter, or receiver,
interfering with legitimate transmissions." The jammer’s target
could be thesatellite, a ground station, ora ground satellite dish.
Commercial satellites have been victims of intentional jamming for
morethanthreedecades.Inone of theearliestexamples,in1986,a
man used commercially available equipment to intercept, jam, and
replace the Home Box Office (HBO) satellite broadcast with his

own message.”



For most of the past 30 years, commercial providers have
avoided modifying their satellites to deal with intentional jamming
(as opposed to unintentional interference), citing high costs or
simply hoping that jamming incidents would subside. Jamming is
actually more frequent now, especially in the Middle East following
the ArabSpring and the political unrestin Iran. Twocompanies,
Arabsat and Nilesat, now say that the Arab Spring-related interfer-
ence has reached a point where it is having a material effect on their
revenue. Commercial satellite fleet operator Eutelsat announced in
2013thatitwas placinganexperimental anti-jammingcapability
onone of its upcoming satellites to be stationed over the Middle
East, a decision prompted by increased intentional interference in
the region.'®

The most concerning form of satellite hacking involves
hijacking the telemetry, tracking, and command (TT&C) link
inanefforttocontrol thesatelliteitself. In2009, security vulner-
abilities insatellite communication technologies were discovered
thatallowed hackers to shut down command-and-control systems
and steal data. These vulnerabilities were believed to have been
exploited as early as 2007 by Russian hackers who may have been
sponsored by the government."”

In 2015, a security researcher demonstrated that for $1,000,
someone could build a device to send spoofed data to a GlobalStar
satellite. GlobalStar’s system is used to “monitor industrial critical
infrastructure such as pipelines, or to track hikers and other adven-
turers who use GlobalStar’s consumer tracker.”**The researcher said
that, using his device, he can monitor any item being tracked on
GlobalStar’snetwork for “several miles” around hislocation.”

The democratization of SIGINT is readily apparent across all
satellite system areas — eavesdropping, hacking, and jamming.

Cyber Surveillance

Cyber surveillance has been a topic of extensive study. Several of
our RAND colleagues explored what they called “black and gray
markets for hacking tools [and] hacking services” in their 2014
report, Markets for Cybercrime Tools and Stolen Data: Hackers’
Bazaar.* They wrote:

[t]he hacker market —once a varied
landscape of discrete, ad hoc networks
of individualsinitially motivated by lit-
tlemorethanegoandnotoriety —has
emerged asa playground of financially
driven, highly organized, and sophis-
ticated groups. In certain respects, the
black market can be more profitable
thantheillegal drugtrade; thelinksto
end-users are more direct, and because
worldwide distribution is accomplished
electronically, the requirements are
negligible.”!

Today, hacking tools are marketed for consumers in the open,
posing vexing problems for intelligence and law enforcement.
Earlier this year, Bloomberg Businessweek reported that after Edward
Snowden’s leaks, “most every country on earth wanted to develop
its own mini-NSA.”# A company called Hacking Team offers
annual licenses of $200,000 for its Remote Control System (RCS),
atool that“caninvisibly eavesdrop oneverything [onatarget’s
computer or phone].” Their clients reportedly have included U.S.
government agencies, the Russian intelligence agency FSB, and the



governments of Bahrain, Egypt, Ethiopia, Morocco, Turkey, and
Saudi Arabia.”

Some hackers have claimed to find weaknesses, called exploits,
that can take control of any phone without the user’s knowledge or
theuser having toclickalink. These exploits, sometimessold for
over one million dollars each, claim to infiltrate the silent SMS-
process mobile phones used to load updates and perform adminis-
trative tasks in the background without users’ knowledge.*

Individuals and groups withless money tospend are also
welcome in the commercial cyber surveillance market. Documents
stolen from two spyware companies, FlexiSpy and Retina-X, show
that tens of thousands of customers, “ordinary people —lawyers,
teachers, construction workers, parents, jealous lovers —have
bought malware tomonitor mobile phones or computers” and
“may have paid only around $50 to $200 for a monthly or annual
spyware subscription.”*In other words, for minimal cost, anyone
can monitor someone else’s communications, without a warrant or
legitimate authority to doso.

Recent developments show that the technical barriers for
conducting broader cyber surveillance, called bulk collection,
may be lowering. In 2016, Nicholas Weaver, a researcher at the
International Computer Science Institute at the University of
California-Berkeley, designed and built a small cyber surveillance
systemforless than $900in one week. Weaver’ssystem featured
capabilitiesincluding bulk data collection, search functionality,
cookie tracking, anonymous user identification, and the ability to
inject malware into targeted computers. According to Weaver, the
technologies used to build surveillance systems are “very banal and
very basic, it’s very well understood technology.” He said, “Weneed
to act like every open wireless network or hotel in the Washington

Capabilities that used to be available only

to nation-state peer adversaries are now
available to any adversary who wants to use
them.

[D.C] area is potentially compromised. And with the low cost of
such installation, it doesn’t even need to remain the realm of for-
eign intelligence services.””

The cyber SIGINT sector offers clients robust capabilities at
varying price pointsorwith DIY technologies, and, thusfar, ven-
dors and their customers seem undaunted that the use of these solu-

tions against unwitting targets in the United States remains illegal.

Implications for the U.S. Government

The democratization of SIGINT has implications for the U.S.
government. We did not find examples of systems that can replace
existing governmentcapabilities, butcurrentnongovernmentalsys-
tems can provide unclassified sources to cue collectors and analysts
and facilitate information-sharing with foreign partners. Nongov-
ernmental systems can, forexample, be used by the U.S. Depart-
ments of Defense and Homeland Security toimprove maritime
domainawareness. Inaddition, the capabilities we found could
beused —andinsomecases, already havebeenused —against the
US. government and allies.

The operational environment now includes more actors across
the market with access to more-advanced SIGINT capabilities
thanitdidinthe past. Capabilities thatused tobeavailable only to
nation-state peer adversaries are now available to any adversary who

wants to use them. This increases risks to government systems, and



italsoraises seriousconcernsabout privacy. The government should
consider how nongovernmental SIGINT tools could be exploited
by adversaries, what the risks are to government operational secu-
rity (OPSEC) and individual privacy, and what actions the govern-
ment and allies should take to mitigate these risks.

The U.S. government distinguishes between passive collection
capabilities and active transmitters because different agencies and
military components have specific authorities for one set of mis-
sions or the other. Outside of government, we found these distinc-
tions to be of less concern to users, who instead focus on the result
they want to achieve. Therefore, our research includes capabilities
the government might consider to be electronic warfare or cyber
operations, rather than SIGINT.

Weidentify several areas where further research and debate is
needed tocreate legal, regulatory, policy, process, and human capi-
talsolutions to the challenges of democratized SIGINT capabili-
ties. Such areas yield the following research questions:

* How will prohibitions against the monitoring of U.S. persons
be applied when using SIGINT systems and data not con-
trolled by the government?

* What restrictions will apply to the types and quality of
informationshared withforeign governments, businesses,and

nongovernmental organizations?

How might emerging commercial and democratized capa-
bilities interfere with military, intelligence, and law enforce-
ment operations, and what mitigation approaches should be

implemented?

What criteria should the government use, through the authori-
ties of the U.S. Department of Commerce, toregulate which
SIGINT capabilities receive space launch permits and which

donot?Should the government similarly regulate nonspace
SIGINT capabilities, and if so, how?

* What defensive mechanisms (including policies and pro-
cedures) should the Intelligence Community implement to
protect intelligence officers from adversaries” use of these
capabilities?

The democratization of SIGINT is already in progress, yet
these changes have not been widely acknowledged or understood
by the U.S. government. The development of commercial GEO-
INT illustrates that commercial sources can complement govern-
mentcapabilities. Commercial SIGINT could similarly comple-
ment government SIGINT, thoughitwilllikely dosoin different
ways. The development of SIGINT capabilities outside of govern-
ment provides both risks to U.S. security and opportunities for the

U.S. agencies that are prepared to act.
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